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Applications 
The G4Crypt product line is a set of solutions used to 
encrypt (AES 256) IP network packets (layer 3), to 
secure any data transmitted between organization’s 
branches connected through public or private 
networks links. 
G4Crypt is an encrypting bridge device, meaning that 
it is fully transparent to both ends of the protected 
link. 

 
Models 
The G4Crypt is an encryption appliance available as 
desktop or 19” rack mountable device, providing 
encryption at rates of 100Mbs, 300Mbs and near 
1Gbs.  

 

 
  G4Crypt 300 - 19” rack 
 

 
  G4Crypt 100 -  desktop 

 

Deployments 
The Point-to-Point Encryption and security solutions can be implemented utilizing 
two units, each located at the end-point of each remote site, connected to other 
unit through public or private external links. 
 

 
 
 
The Point-to-Multi Point Encryption and security solutions can be implemented 
utilizing several units, each located at the end-point of another remote site, 
connected to other unit through public or private external links. This is a typical 
application for branches connected to central office. 
 

 
 
 
Management 
Configuring and managing the G4Crypt is easy and simple. It requires setting few 
simple parameters at installation time only.      

  
Specification Highlights 

¶ Ethernet Link 

¶ IPsec - Layer 3 IP packet 
encryption 

¶ AES 256 encryption 

¶ G4Crypt 100 for 100Mbs 

¶ G4Crypt 300 for 300Mbs 

¶ G4Crypt 1000 for near 1Gbs  

¶ Point to Point link  

¶ Multi Point to Point links 

¶ Transparent bridge 
 
Appliance  Technology 

¶ At least 3 Ethernet ports 

¶ Up to 1Gbs Ethernet port 

¶ Desktop version 

¶ 19” rack version 
 
Management 

¶ Simple to use 

¶ Reports and  logging 
 
Easy Deployment 

¶ Plug and Play technology 

¶ No S/W installation 
 
Technical Specification  

¶ AES – FIPS 197 (256) CBC  

¶ X.509 v3 digital certificates 

¶ Pre-shared secrets 

¶ HMAC-SHA-1-96 

¶ Encapsulating Security 
Payload (ESP) Tunnel mode 

¶ Encapsulating Security 
Payload (ESP) Transport 
mode 

¶ Ethernet Encapsulated 
Security Payload 

¶ Ethernet link 

¶ IPv4 
 
Security Policy  

¶ Source  & Destination IP 
address 

¶ Source & Destination Port #   
 
Contact Information 
GED-i Ltd. 
www.ged-i.com 
sales@ged-i.com  
 
or to our local representative in 
your area   
http://www.ged-
i.com/business-partners.htm 
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