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GSA 2000 Product Line

The GSA 2000 product line is a set of solutions used to encrypt (AES 256 XTS) and secure any data residing on SAN
storage device’'s disks.

Encryption and security solutions can be implemented utilizing a single unit, GSA 2000-AIO (All in One), or by a
Superior configuration, based on combination of one or more GSA 2000-EE (Encryption Engines) connected to a GKS

2000 (Key Server).
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Off-Line Superior configuration

In the Superior configuration, a single or several GSA 2000-EE are
used as Encryption Engine together with a single GKS 2000 (Key
Server).

In the In-Line configuration, Each GSA 2000-EE is connected to a
Storage port. Data transferred via this port is encrypted and
decrypted by GSA 2000-EE internal Encryption Engine module. The
encryption module utilizes the AES 256 XTS cryptographic
standard. The encryption keys are generated beforehand by the
GKS 2000 and are loaded into the GSA 2000-EE memory at system
startup for the ongoing encryption/decryption process.

The GKS 2000 capabilities include Keys generation, Key
management, backup & restore. The key file itself is kept
encrypted on the GKS 2000 disk and it should be backed up to
external device for disaster recovery.

The GKS 2000 can be connected to several GSA 2000-EE
simultaneously, and downloads the keys to each GSA 2000-EE
automatically, as required.

The GKS 2000 enables automatic high availability to ensure 24/7,
365 days of data availability without any interruption.

The Superior configuration is recommended to Enterprises, Data
Centers, Financial and Defense institutions and to special SMBs
that need the highest security level.
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Specification Highlights

9 SAN Storage Security Appliance

I AES 256 XTS as minimum security
{| Connection Off-line or In-line

{ Fibre Channel

9 iscsl

9 Remote Key Server

{ Invisible device

9§ High Availability

Key Server Technology

I Physical Gap

I Locally or Remotely

I Transferred as needed only

I Supports multiple GSA 2000
Millions of AES 256 keys
 Data Scrambling Key —Optional
1 TRNG

Management

9 Management screen
9 On key Server

I Advanced logging

I Advanced reports

Easy Deployment

I Plug and Play technology

9 No S/W installation on server or storage.
1 Self Learning
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All In One

GSA 2000 -AIO
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The GSA 2000-AlO product incorporates the Encryption Engine (EE) functionality and the Key Utility (GKU)
functionality in the same appliance. The GKU utility is responsible for creating, managing and maintaining the
encryption keys used by the Encryption Engine unit to encrypt and secure the storage device data.

The encryption key file is saved encrypted on external unit such as Disk on Key, CD or external Disk. No integrated
key management functionalities are included.

High availability configuration is possible but key synchronization is manual.

The AIO configuration is recommended to SMBs or as entry level product to Enterprises.

# Item AlO Superior
1 Dedicated key server - GKS 2000 Not Included Included
2 High Availability Manual Automatic
3 Physical Gap Not included Included
4 TRNG Not included Included
5 Key File backup/restore No Included Included
6 Secured storage volume Limited (14 TB) Unlimited
7 GKS — GSA connectivity None Multi
8 | Administration E[I)fcfe:iir:na::(;lE:;;a;:rt:;rSAME Different administrator for operation and
unit keys on separated units
9 Components high Availability None Power supplier

Comparison Table: AlO .vs. Superior

The Technology

GED-I data security technology involves 3 layers:

1) Standard AES-256 XTS encryption of the data

2) Geometric Restructuring layer (Optional) — To hide and to fragment known and sequential data structures.
3) Interference (Optional) — To prevent data re-order back into known data structure.

This technology was specifically designed for the maximum protection of data on storage devices. Therefore, as
the media volume becomes larger, the protection gets stronger! This is one of the main advantages of GED-I
technology over existing technologies.




